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digitization of control systems
non-uniform security guidelines
real-time requirements of control
loops

computational capabilities of

attackers



new challenges: how do we...

© e detect attacks? Attacks are
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U * design attack-resilient systems?

* tune detector for desired performance?
e guantify the impact that an attacker can have?
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e determine potential attacks?
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* minimize the impact an attacker can have?
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design a distance measure
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residual without attacks

function of noises only
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. Attacks can be arbitrary,
without at’EaCkS so we don’t know what

this looks like
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false negative / T false alarm (positive)
probability of not raising an probabil.ity of raising an
alarm when there is an alarm with no attack

attack



characterize nominal behavior
(due to uncertainty)

2 e detect attacks?

T tune detector

% 4 * react against attacks? (select threshold = detector sensitivity)
U * design attack-resilient systems?

design stealthy attacks

i (exploit lack of sensitivity)
* tune detector for desired performance?

e guantify the impact that an attacker can have?
* determine potential attacks? quantify attack impact

* minimize the impact an attacker can have?
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Technical
Question

minimize attack impact



detector tuning

residual PDF




attack impact
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size of reachable set

minimizing attack impact

iterative LMI

convexified LMI

9geometric

H, optimal gain open loop H, gain

impose performance

requirements to avoid
trivial zero solution

output covariance constrained H,.
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* detect attacks?
* react against attacks?
* design attack-resilient systems?





